How to build IP controlled power outlets
More and more people start to have webservers at home. It happens now and then that the home server hangs and needs a restart, but no one is at home. This can be done by the box described here allowing to control power outlets through the Internet. The box has its own IP address and webpage interface so it can be used also from smartphones.
The box has two outlets allowing to control another load, for example, a lamp. The brain is an Arduino with Ethernet shield that generates a webpage. The device has a fixed IP address. DHCP function exists only with the original Arduino Ethernet shield.
Migh want to add a third button named Reset. Switch off power for 5 seconds and then back on. This is useful for router reset. And may be schedule reset it daily.
 New interface (and some new commands) with javascript (no form): 
http://screencast.com/t/6lG2bNjwiA
Since the box is large it is enough place to use solid state relays. 
They make no noise, but max power is 300 W. 
Solid state relay should use for thermostat where need frequent switching on/off.
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The cost for the box 20 EUR Arduino; 24 EUR shield; box connectors, relays, 20 EUR. 64 EUR.






A similar device like this home made one can be bought in Conrad.de: 
http://www.conrad.de/ce/de/product/986190/2-PORT-IP-STECKDOSE-MIT-MSN-STEUERUNG/SHOP_AREA_22403&promotionareaSearchDetail=005
It uses MSN for controlling if firewall is present.
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Construction
DANGER! The box has high-voltage parts inside. Be sure to insulate them carefully and separate fro low voltage part. You should know what you are doing. 
More safe would be to use rf-controlled wallplugs, but power consumption will be 1W extra per plug.
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Inside the box is a 5V switching power supply. Power for each outlet is controlled by a relay. Relays are controlled by a standard transistor circuit. 5 V relays have 120 Ohm resistance. In order to save power saving the relay serving power to the webserver is normally off. 
[image: ]Arduino has two different Ethernet shields. Shield with internet ENJ2860 chip has quite low power consumption 0…0.3W. Very good! 
Practically zero boot time. Program example from 
www.Ekitszone.com
www.nuelectronics.com

The shield bought in Ebay did not work at the beginning and had no exact datasheet online. Troubleshooted schematic revealed MISO signal shorted. When fixed it started working. Works with both Duemillanove and Uno also with USB power cord as power supply.

Can make nice webserver to switch on LED, measure temperature using DS18B20. (Did not work with DS18B20P sensor) or webclient uploading data to a big server.
Super Arduino servers:
http://arduserver.com/a1demos.htm
Here can check webpage for errors
http://validator.w3.org/

If Arduino is behind a firewall it can still be controlled via Pachube, But for this also an original shield is required.
http://blog.thiseldo.co.uk/?p=574
http://arduino.cc/en/Tutorial/PachubeCient

ARDUINO WEBSERVER from low cost boards
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A very reasonable option is to use Arduino nano. That already includes USB serial connection for programming. 
Cheap ENC28J60 boards exist. (Cheaper then ordering individual parts).
Unfortunately no 3.3 V regulator onboard. Can use 2 diodes in series to make ca 3.3 V from 5V. Or have 3.3 V regulator. Taking 3.3V from FTDI chip makes whole thing unreliable in long term use.
Some  example of usage: 
http://voltsandbytes.com/simple-sensor-webserver/

No need to solder.  Can connect to Ethernet board using 9 wires with connectors for breadboard. 
Webservers made using Arduino are very reliable and do not hang like some more advanced Linux boards.
[image: ENC28J60 Arduino Ethernet]Unfortunately presently there are no cheap priced boards with both Atmega 328 and ENC28J60 chips, 
but may be in a year or so will appear on Ebay. Cheapest is nanode that costs ca 35 USD.



#include "etherShield.h"
// Two IP controlled power outlets via Arduino and ENJ2860 shield.
// please modify the following two lines. mac and ip have to be unique
// in your local area network. You can not have the same numbers in
// two devices:
static uint8_t mymac[6] = {0x54,0x55,0x58,0x10,0x00,0x24}; 
static uint8_t myip[4] = {192,168,178,200};
static char baseurl[]="http://192.168.178.200/";
static uint16_t mywwwport =80; // listen port for tcp/www (max range 1-254)

#define BUFFER_SIZE 1300
static uint8_t buf[BUFFER_SIZE+1];
#define STR_BUFFER_SIZE 22
static char strbuf[STR_BUFFER_SIZE+1];

EtherShield es=EtherShield();

// prepare the webpage by writing the data to the tcp send buffer
uint16_t print_webpage(uint8_t *buf, byte on_off=0);
int8_t analyse_cmd(char *str);

// OUTPUTS to relay driving transnistors. First check with LEDs.
#define LED_PIN1  4
#define LED_PIN2  5


void setup(){
  
   /*initialize enc28j60*/
	 es.ES_enc28j60Init(mymac);
   es.ES_enc28j60clkout(2); // change clkout from 6.25MHz to 12.5MHz
   delay(10);
        
	/* Magjack leds configuration, see enc28j60 datasheet, page 11 */
	// LEDA=greed LEDB=yellow
	//
	// 0x880 is PHLCON LEDB=on, LEDA=on
	// enc28j60PhyWrite(PHLCON,0b0000 1000 1000 00 00);
	es.ES_enc28j60PhyWrite(PHLCON,0x880);
	delay(500);
	//
	// 0x990 is PHLCON LEDB=off, LEDA=off
	// enc28j60PhyWrite(PHLCON,0b0000 1001 1001 00 00);
	es.ES_enc28j60PhyWrite(PHLCON,0x990);
	delay(500);
	//
	// 0x880 is PHLCON LEDB=on, LEDA=on
	// enc28j60PhyWrite(PHLCON,0b0000 1000 1000 00 00);
	es.ES_enc28j60PhyWrite(PHLCON,0x880);
	delay(500);
	//
	// 0x990 is PHLCON LEDB=off, LEDA=off
	// enc28j60PhyWrite(PHLCON,0b0000 1001 1001 00 00);
	es.ES_enc28j60PhyWrite(PHLCON,0x990);
	delay(500);
	//
  // 0x476 is PHLCON LEDA=links status, LEDB=receive/transmit
  // enc28j60PhyWrite(PHLCON,0b0000 0100 0111 01 10);
  es.ES_enc28j60PhyWrite(PHLCON,0x476);
	delay(100);
        
  //init the ethernet/ip layer:
  es.ES_init_ip_arp_udp_tcp(mymac,myip,80);
  
 	pinMode(LED_PIN1, OUTPUT); 
 	digitalWrite(LED_PIN1, LOW);  // switch on LED
 	pinMode(LED_PIN2, OUTPUT); 
 	digitalWrite(LED_PIN2, LOW);  // switch on LED

}

void loop(){
  uint16_t plen, dat_p;
  int8_t cmd;
  byte on_off = 0;

  plen = es.ES_enc28j60PacketReceive(BUFFER_SIZE, buf);

	/*plen will ne unequal to zero if there is a valid packet (without crc error) */
  if(plen!=0){
	           
    // arp is broadcast if unknown but a host may also verify the mac address by sending it to a unicast address.
    if(es.ES_eth_type_is_arp_and_my_ip(buf,plen)){
      es.ES_make_arp_answer_from_request(buf);
      return;
    }

    // check if ip packets are for us:
    if(es.ES_eth_type_is_ip_and_my_ip(buf,plen)==0){
      return;
    }
    
    if(buf[IP_PROTO_P]==IP_PROTO_ICMP_V && buf[ICMP_TYPE_P]==ICMP_TYPE_ECHOREQUEST_V){
      es.ES_make_echo_reply_from_request(buf,plen);
      return;
    }
    
    // tcp port www start, compare only the lower byte
    if (buf[IP_PROTO_P]==IP_PROTO_TCP_V&&buf[TCP_DST_PORT_H_P]==0&&buf[TCP_DST_PORT_L_P]==mywwwport){
      if (buf[TCP_FLAGS_P] & TCP_FLAGS_SYN_V){
         es.ES_make_tcp_synack_from_syn(buf); // make_tcp_synack_from_syn does already send the syn,ack
         return;     
      }
      if (buf[TCP_FLAGS_P] & TCP_FLAGS_ACK_V){
        es.ES_init_len_info(buf); // init some data structures
        dat_p=es.ES_get_tcp_data_pointer();
        if (dat_p==0){ // we can possibly have no data, just ack:
          if (buf[TCP_FLAGS_P] & TCP_FLAGS_FIN_V){
            es.ES_make_tcp_ack_from_any(buf);
          }
          return;
        }
        if (strncmp("GET ",(char *)&(buf[dat_p]),4)!=0){
          	// head, post and other methods for possible status codes see:
            // http://www.w3.org/Protocols/rfc2616/rfc2616-sec10.html
            plen=es.ES_fill_tcp_data_p(buf,0,PSTR("HTTP/1.0 200 OK\r\nContent-Type: text/html\r\n\r\n<h1>200 OK</h1>"));
            goto SENDTCP;
        }
 	if (strncmp("/ ",(char *)&(buf[dat_p+4]),2)==0){
                plen=print_webpage(buf, on_off);
            goto SENDTCP;
         }
        cmd=analyse_cmd((char *)&(buf[dat_p+5]));
        
                on_off=-1;
  
        if (cmd==0){
                on_off=0;
        	digitalWrite(LED_PIN1, LOW);  // switch on LED
        	digitalWrite(LED_PIN2, LOW);  // switch on LED
        }
        else if (cmd==1){
                on_off=1;
        	digitalWrite(LED_PIN1, HIGH);  // switch off LED
        	digitalWrite(LED_PIN2, LOW);  // switch on LED
        }
        else if (cmd==2){
                on_off=2;
        	digitalWrite(LED_PIN1, LOW);  // switch off LED
        	digitalWrite(LED_PIN2, HIGH);  // switch on LED
        }
        else if (cmd==3){
                on_off=3;
        	digitalWrite(LED_PIN1, HIGH);  // switch off LED
        	digitalWrite(LED_PIN2, HIGH);  // switch off LED
        }

        plen=print_webpage(buf, on_off);
        	
        	   plen=print_webpage(buf, on_off);
SENDTCP:  es.ES_make_tcp_ack_from_any(buf); // send ack for http get
           es.ES_make_tcp_ack_with_data(buf,plen); // send data       
      }
    }
  }
        
}
// The returned value is stored in the global var strbuf
uint8_t find_key_val(char *str,char *key)
{
        uint8_t found=0;
        uint8_t i=0;
        char *kp;
        kp=key;
        while(*str &&  *str!=' ' && found==0){
                if (*str == *kp){
                        kp++;
                        if (*kp == '\0'){
                                str++;
                                kp=key;
                                if (*str == '='){
                                        found=1;
                                }
                        }
                }else{
                        kp=key;
                }
                str++;
        }
        if (found==1){
                // copy the value to a buffer and terminate it with '\0'
                while(*str &&  *str!=' ' && *str!='&' && i<STR_BUFFER_SIZE){
                        strbuf[i]=*str;
                        i++;
                        str++;
                }
                strbuf[i]='\0';
        }
        return(found);
}

int8_t analyse_cmd(char *str)
{
        int8_t r=-1;
     
        if (find_key_val(str,"cmd")){
                if (*strbuf < 0x3a && *strbuf > 0x2f){
                        // is a ASCII number, return it
                        r=(*strbuf-0x30);
                }
        }
        return r;
}

uint16_t print_webpage(uint8_t *buf, byte on_off)
{
          
        uint16_t plen;
             
        plen=es.ES_fill_tcp_data_p(buf,0,PSTR("HTTP/1.0 200 OK\r\nContent-Type: text/html\r\n\r\n"));
        plen=es.ES_fill_tcp_data_p(buf,plen,PSTR("<center><p><h3>IP controlled 220V power outlets <br>using Arduino with ENC28J60 ethernet shield</h3></p> "));
         
        plen=es.ES_fill_tcp_data_p(buf,plen,PSTR("<hr><br><form METHOD=get action=\""));
        plen=es.ES_fill_tcp_data(buf,plen,baseurl);
        plen=es.ES_fill_tcp_data_p(buf,plen,PSTR("\">"));
        
     	plen=es.ES_fill_tcp_data_p(buf,plen,PSTR("<h1><font color=\"#00FF00\"> "));
         
        if(digitalRead(4)==0)
        	plen=es.ES_fill_tcp_data_p(buf,plen,PSTR("LAMP = OFF"));
        else   	
                plen=es.ES_fill_tcp_data_p(buf,plen,PSTR("LAMP = ON"));
        plen=es.ES_fill_tcp_data_p(buf,plen,PSTR("<BR><BR>"));
        
        if(digitalRead(5)==0)
        	plen=es.ES_fill_tcp_data_p(buf,plen,PSTR("PC = ON"));
        else
        	plen=es.ES_fill_tcp_data_p(buf,plen,PSTR("PC = OFF"));
        
        plen=es.ES_fill_tcp_data_p(buf,plen,PSTR("  </font></h1><br> ") );
         
        if(digitalRead(4)==0){
        	plen=es.ES_fill_tcp_data_p(buf,plen,PSTR("<br><input type=hidden name=cmd value=1>"));
        	plen=es.ES_fill_tcp_data_p(buf,plen,PSTR("<input type=submit value=\"Switch LAMP ON\"></form><hl>"));          
              }
        else {
        	plen=es.ES_fill_tcp_data_p(buf,plen,PSTR("<br><input type=hidden name=cmd value=0>"));
        	plen=es.ES_fill_tcp_data_p(buf,plen,PSTR("<input type=submit value=\"Switch LAMP OFF\"></form><hl>"));  
              }
       
        return(plen);
}
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